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ABSTRACT

With the advent of the smart home era, equipment that provides confidentiality or performs authentication exists in
various places in real life. Accordingly security against physical attacks is required for encryption equipment and
authentication equipment. In particular, fault injection attack that artificially inject a fault from the outside to recover a secret
key or bypass an authentication process is one of the very threatening attack methods. Fault sources used in fault injection
attacks include lasers, electromagnetic, voltage glitches, and clock glitches. Fault injection attacks are classified into single
fault injection attacks and multiple fault injection attacks according to the number of faults injected. Existing multiple fault
injection systems generally use a single fault source. The system configured to inject a single source of fault multiple times
has disadvantages that there is a physical delay time and additional equipment is required. In this paper, we propose a
multiple fault injection system using heterogeneous fault sources. In addition, to show the effectiveness of the proposed
system, the results of a multiple fault injection attack against Riscure’s Piflata board are shown.
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Fig. 1. Riscure’s dobule laser injection system
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Fig. 2. dobule laser injection
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Fig. 5. Experiment result of double fault injection system using heterogeneous fault sources
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// Diffusion Layer
void DL(const Byte *i, Byte *0)

{

Byte T;

= i[3]1 ~i[4] ~i[9] ~i[14];
o[[l] =i[6] ~i[8] ~i[13]~T;
o[5] = i[1] ~i[10] ~i[15]~T;
o[11] =i[2] ~i[7] ~i[12] ~ T;

[14] if0] ~i[5] ~i[11]1~T;

= i[2] ~i[5] ~i[8] ~I[15];
0[1J =izI~ier~ i1~
o[4] = i[0] ~i[11] ~i[14] ~ T;
o[10] = i[3] ~i[e] ~ i[13] ~ T,
o[15] = i[1] ~i[4] ~ i[10] ~ T;
T=i[1] ~i[6] ~i[11] ~i[12];
o[2] = i[4] ~i[10] ~ i[15] ~ T;
o[7]=1[3] ~i[8] ~I[13]~ T;
o[9] = i[0] ~i[5] ~i[14] ~T;
o[12] = i[2] ~i[7] ~i[S]1~ T;

T =i[0] ~i[7] ~i[10] ~ i[13];

]=i[5] ~i[11] ~i[14] ~ T;

] =1[2] ~i[9] ~ I[12] ~ T;

1 =1[1] ~1[4] ~ I[15] ~ T;

31=iB]~ilel ~ I8l T;

H

ARIA-128

Fig. 6. Diffusion code of

provided by KISA
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Table 1. Experiment results of double fault
injection based differential fault analysis on
ARIA-128

Type Data

9F 72 FC 42 93 71 C6 AT
ED 76 95 C1 9F 93 93 1A

v 9F 72 FC 42 A5 71 C6 AT
ED 76 0D C1 9F 93 93 1A
46 CC 4D 74 B8 CE 2E EB
® 68 EB 84 40 64 6A 8D 52

46 CC 35 42 B8 CE C6 DD
ED OF 84 40 5F 93 8D 52
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